J

(1997 ,LDINN 31 - 1961 201 1) OOMP NDVIN,NINT
Diana, Princess of Wales (1 July, 1961 —31 August, 1997)

» ] U(ﬁ 0 C‘/’“‘J (8]

-+ e .

G w{\) 0), 4

001 TP W PON 9016 s 31 212 s
AFIK&CO. ATTORNEYS AND NOTARY Issue 212: August 31, 2016

[MVIALT DY, NIYI P'OXR 7Y 'WIAW 1T 'WIXZAN [1I'7'a0

The Bi-Weekly Professional Magazine of Afik & Co, Attorneys and Notary
03-609.5.609 opo 03-609.3.609 1970 ,6120101 19* -21ax n 20144 7.0 ,103 o'xamwnn

103 Hahashmonaim St., POB 20144, Tel Aviv 6120101, Israel, Telephone: +972-3-609.3.609

(1997 ,uo1aix 31 - 1961 ,'21* 1) 10190 00119 NIN'T *T'''7 ,0'7"IN ND'01N ,NMIN'T 7W DNIN DI' NN NI'¥N NIYI 7'OX

Afik & Co. marks the date of demise of Diana, Princess of Wales, Lady Diana Frances Spencer (1 July, 1961 — 31 August, 1997)
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Article: Trade secrets in the workplace
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An article by Yair Aloni, Adv. on the issue of the scope of protection of trade secrets while employing employees.
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Update of the Spanish law office of ARCO as to the EU directive 2016/943 regarding trade secrets
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Manager of a company closed and replaced by another will be personally liable only if committed fraud
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A company filing a claim will usually be ordered to deposit a guarantee for defendant’s expenses
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A person issuing invoices and registered as independent at the tax authorities may still be considered employee
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Using a similar mark of a registered trademark will be considered an infringement that entitles compensations
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A lessee of a property is not entitled to offset future damage due to defects in the property
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Afik News is the biweekly legal and business Israel news bulletin published by Afik & Co. (www.afiklaw.com).

Afik News is disseminated every second week to an audience of approximately 5,800 subscribers and includes concise professional
publications on legal and business Israeli related issues of interest to the business community in areas in which the Afik & Co. firm deals.
For removal (or joining) the mailing list please send an email to newsletter@afiklaw.com with the title "Please remove from mailing list" or
"Please add me to the mailing list." The Afik News bulletin is copyrighted but may be freely transferred provided it is sent as a whole and
without any changes. Nothing contained in the Afik News may be treated as a legal advice. Please contact Afik & Co. for a specific advice
with any legal issue you may have.

For previous Afik News publication see http://www.afiklaw.com .
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Article: The trade secrets in workplace
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An article about the scope of protection of trade secrets in workplace while hiring employees.
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The article may be found in the following link:

http://www.afiklaw.com/files/articles/a212.pdf
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The article is by attorney Yair Aloni, Adv. of the law office of Afik & Co., Attorneys and
Notary (www.afiklaw.com) whose main practice areas are commercial and civil law,
including real estate, legal advice to purchasers and sellers and negotiations of purchase
and sale transactions and administrative law.
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Article: EU directive 2016/943 of 8th June, 2016, regarding trade secrets
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Attached is an update of the Spanish law firm of ARCO as to the EU directive 2016/943 of
8th June, 2016, regarding trade secrets.
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The article may be found in the following link:

http://www.afiklaw.com/files/articles/ar212.pdf
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ARCO is a Spanish law firm with whom our office works.
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Manager of a company closed and replaced by another will be personally liable only if committed
fraud
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An lIsraeli company purchased Chinese goods via a foreign company controlled by an
Israeli. The Israeli company claimed that the foreign company breached the agreement
and caused damage but because the foreign company was closed and replaced by a new
foreign company the claim was filed against the foreign company that replaced it and the
Israeli who was both shareholder and director thereof.

The Court held that personal liability will be imposed on a director for debts of the
company only if fraudulent intentions can be shown and it is not sufficient to show
negligent management. In this case the foreign company was indeed closed and replaced
by a new company but this was not concealed from the Israeli client who in fact was
requested to sign an agreement with the new company. Thus, the director or the new
company cannot be sued and the claim was dismissed.
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A company filing a claim will usually be ordered to deposit a guarantee for defendant’s expenses
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A company that has been sued by another company demanded claimant to deposit a
guarantee for its expenses.

The Court held that in principle a company filing a claim will be obligated to deposit a
guarantee for the expenses of the defendant. Nevertheless, the Court may order the
company to pay adequate security deposit defendant's costs but the Court may also
refuse to do so if the plaintiff has shown the ability to pay such expenses or because of
any other reason. Because in this case it was not proven that the company will not be able
to bear the defendant's costs if it wins, the Court rejected the motion.

A

www.afiklaw.com 1I0M PTNY /MY AN / [ | | \ Afik & Co., Attorneys and Notary



NTIAYI DX NI'DT ,"IN0oN UOYN IDTY 4

Commercial, Intellectual Property and Labor Law Updates

TAIY AUN'AY7 'IYY ONnn NIFIYIA 'NNYYD DIV On N1IAYNn 7'92NN DX .X
A person issuing invoices and registered as independent at the tax authorities may still be considered
employee
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A Lawyer filed a claim for recognition of her status as employee in a law firm and for rights
as such for the period of employment and for the termination of employment, all despite
the fact that she worked as an independent contractor and issued invoices to the office.
The Labor Court held that the lawyer was integrated in the office and carried out tasks
given to her by the firm. The lawyer did not hold any external business and the fact that
she gave legal services on private cases, a fact that was known to the owner of the firm,
was not rare so that it can be concluded that she was service provider. The mere fact that
a person issues a tax invoice and is registered as an independent at the tax authority does
not negate such person’s status as an employee. Therefore, the Court accepted the claim.
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Using a similar mark of a registered trademark will be considered as infringement that entitles
compensations
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A trade mark owner filed a lawsuit against a company in Israel on the grounds that it
infringes on its registered trademark by marketing shoes. The Israeli company argued that
no infringement can be attributed to it because there is no similarity between the signs and
there are substantial differences between the companies' products.

The Court held that the owner of a trade mark is entitled to the exclusive use of the
trademark regarding the goods for which the mark is registered for and regarding them.
Use of a mark resembling a registered trademark is considered infringement. To determine
whether there is a deceptive similarity the Court will use auxiliary tests such as: sight,
sound, kind, quality, clientele, marketing channels, circumstances and on top of that the
common sense test. In the present case, there was considerable similarity between the
marks found on the shoes. In addition, the two companies operate in the same market
(footwear) and sell millions of shoes every year the same clientele (women). In light of all
this, it was determined that the Israeli company infringed upon the registered trademark
and was ordered to pay compensation.
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A lessee of a property is not entitled to offset future damage due to defects in the property

,N'7¥1N2 DI7UN VOWNN N2 ,N"WA UK M2 P YAIRY'R Y2 YD 1 T i o nfo 22353-09-15 ('van) KN
[TPw apyr vo1IwN 1) ,16.06.2016

(n2roN1 NIDXN) DMIPY 1N DYINA D MWL NNDYN7 DUTNY NNDY MT an?'Y X7 001 NIY
TNY2 0210 NN 1DWUNT7 ,MINIT7 ,'UIZ D" PY 012 QX 27N D WWN NNl D'P1Y7 1m0 UK
JNDWUN DD0N NX 7027 nwpa ndwnn D 7w .niawn ninbwa

DYNN |'N K7 DX ,79UNn7 D .DWIN 0YIRY [17'NY7 1121 YAl DNDYN RIN D LYap dwNnn N
1DWUNNIN WINT?1 DA9N DX [PN7 DIWN 'RYD ,DIWN DIRN NWAT 2V 72w ANRY 120 T Jin 0as
NIX [7N7 |"2yn DIYN D LPINN YaIR TV .NNDYN MT DX N'N9NY7 IX NNA0N MIRXIN DNThN
YIANY DUTTN D2AMN A TIT'R Y¥A7 N1 LUK 10 AT 1Dwn? anda D v yrTing 1"y paon
JIT27 IN 1R NN IX "T'NY 21'N UKD LDV TVIn

NII09 X' D N0 71 X7X ,0290 IR MIZN KXY PINND NIKIINT DRNN2 N7V9 X7 NNDIYN 1T NNpna
D NDINT NNYXN X7 NDIYN 09WUNn N ,0%7IX .DY0VIN 0PN [I7'MY7 TV NNDY ‘T DI7vnn
NINDYA 0310 DX 1DYAT7 N710' 'RN "T'MY YWD NINTA 27201 1DYINA 79191 wiNn'ya Ny Nn'in
JITR7 0'72'W DN 1R K71 Waann D00 21 DN — Nwn

A lessee of a property failed to deliver upcoming rent payments to the lessor claiming that
there were deficiencies (floods and moisture) in the leasehold which caused damage and
may cause future damage that is likely to increase, because of alleged difficulty in leasing
the leasehold to a sublessee in the future. The lessor wished to terminate the agreement.

The Court held, that the Israeli rental law establishes a mechanism to repair deficiencies in
the leasehold. For example, if the landlord does not act to repair a defect within a
reasonable time after receiving a notice from the lessee, the lessee may then repair the
deficiencies and demand reimbursement but must notify the lessor by a written prior
notice. Mutual due charges may be set-off but future or conditional obligations may not be
offset.

In the present case, the lessee did not act according to the law, repaired the deficiencies
and argued only that it is exempt from paying future rent until the repair of the alleged
damage will be done. However, the lessee failed to prove in Court damage affecting the
actual ability to use the leasehold. Also, damage in the form of apprehension of future
inability to sublease the property is a damage that has not yet solidified and therefore may
not be offset.
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Trade secrets in the workplace/ Yair Aloni, Adv. *

Many employers have their employees sign employment agreements that include strict stipulations
regarding the maintaining of the confidentiality of information received by the employee during
employment with the employer and prohibit any use of such information after the termination of
employment. However, many employees wish to make use of skills, knowledge and experience
acquired in connection with the previous workplace in the new workplace, sometimes even in
competition with the former employer. Where does one draw the line between fair competition and
misappropriation of a trade secret and breach of fiduciary obligations to the previous employer?

Labor courts have more than once held that an employee may use for personal benefit personal
skills and knowledge acquired in connection with the work and even compete with the former
employer after termination of employment. However, all provided that the employers’ confidential
information will not be usurped by the employee and without any breach of fiduciary duty or breach
of the duty to act in good faith.

The Israeli Commercial Torts Law defines "Trade secret" as any business information of any kind
that is not generally known and may not easily be legally gathered by others, the secrecy of which
gives its owner an advantage over competitors and the owner of which takes reasonable measures to
protect its confidentiality. The Israeli Commercial Torts Law provides for compensations without
proof of damage in the event of unlawful use of a trade secret, which may reach up to ILS 100,000.
The law also provides for preventive orders and other reliefs. However, Courts are less than hasty
in awarding high compensation or other remedies without proof of actual damage.

An employer may sue an employee who unlawfully used a trade secret, such as price lists, customer
lists, know-how and other work methods and “secrets” of similar nature. Courts have held that it is
not sufficient to point in a general description the existence of 'secret' but one need prove that such
information is not freely accessible to the public and consists of information gathering of which
requires investment of effort, time and funds (e.g. a list of customers with commercial information
in relation to each client such as discounts, special payment terms, special trade arrangements, etc.).
The Courts held that the employer need show that reasonable measures were taken to ensure the
confidentiality of the trade secret. It is generally noted that on June 8, 2016 the European
Parliament issued a new directive concerning the protection of trade secrets which comprises
arrangements similar to those existing in Israel.

We note, however, in a case discussed in the National Labor Court it was held that the fact that a
contact list of customers has not been saved in a "safe" and the employee could have reached it by
logging into a workplace computer does not constitute an indication that the customers list has no
commercial value worthy of protection.

It is important to note that an employment agreement with extreme limitations on use of any
information or knowledge gathered while working or with a high liquidated damages in case of
breach of the employment agreement will not necessarily be enforced by the Courts. Thus, although
it is important to set protection of trade secrets in employment agreements it is important to
formulate an enforceable agreement using a lawyer knowledgeable in the field. In case there is
concern that an employee breached fiduciary duties it is advised to promptly consult with a lawyer
knowledgeable in the field to examine the proper manner of action for minimizing the damage.

* Yair Aloni is a senior associate at Afik & Co., Attorneys and Notaries (www.afiklaw.com), emphasizing on commercial and civil
law, including real estate, legal advice to purchasers and sellers and negotiations of purchase and sale transactions. Nothing herein
should be treated as a legal advice and all issues must be reviewed on a case-by-case basis. For additional details: +972-3-

6093609 or at the e-mail: afiklaw@afiklaw.com
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1. Introduction:

On June 8", 2016, the European Parliament has published a new Directive, regarding
the protection of undisclosed know-how and business information (trade secrets)
against their unlawful acquisition, use and disclosure. The Directive highlights that
businesses, irrespective of their size, value trade secrets as much as patents and other
forms of intellectual property rights.

The Directive obliges Member States to adopt the necessary legal and regulatory
measures aimed to provide a better protection of commercial secrets within the EU,
within a two years’ term. The Directive provides some useful definitions and
principles regarding the protection of undisclosed know-how and business
information that can be used from now on by companies to better protect its own
know-how.

Until now, such protection was mostly pursued through the legal actions established
in the Unfair Competition acts, but in many occasions the result of such lawsuits was
quite uncertain. After this Directive, companies that have diligently identified and
protected its trade secrets should be able to reduce its unlawful disclosure, and when
necessary, successfully litigate.

The present article is not a comprehensive analysis of the Directive, it just comments
the points that are more interesting, in the author’s opinion.
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2. Definition of Commercial Secrets:

The advantage of the Directive in defining what are trade secrets is that is allows
companies to better identify what parts of its own information and know-how can be
considered as a trade secret:

Article 2 of the Directive defines as “trade secret” the information that meets all
these requirements:

a) To be secret, in the sense that it is not, as a body or in the precise
configuration and assembly of its components, generally known or readily
accessible to persons within the circle that normally deal with the kind of
information in question.

b) To have commercial value because of its secret character.

¢) To have been subject to reasonable measures to keep it secret, adopted by
the company.

It is necessary to highlight the practical consequences of this point “c” of article 2:
Companies should have adopted the necessary measures to keep the know-how
secret, which in practice implies the need of elaborating a protocol establishing the
legal, human and technical measures to protect the company’s know-how from
unauthorized —even involuntary- disclosure by directors, managers, employees,
purveyors, clients and franchisees (and the same range of persons within the
franchisees’ businesses: owners, managers, employees, etc.).

The Directive mentions that commercial secrets extend to a diverse range of
information, including not only technological knowledge, but commercial data such as
information on customers and suppliers, business plans and market research and

strategies.

The Directive also says that the definition of commercial secrets should include:
o Know-how

e Business information
e Technological information,

Provided that there is both (i) a legitimate interest in keeping it confidential and (ii) a
legitimate expectation that the confidentiality will be preserved.

Besides, such information should have commercial value, real or potential. It is
considered that the information has commercial value when its unlawful disclosure
could damage the interests of its legal owner.

Non relevant information and the information that it is easily accessible within the
circles where it is usually used is excluded from the definition of commercial secrets.
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Employees:
The information and capabilities acquired by employees during the normal course of

their professional career is excluded from the definition of commercial secrets. In
order to prevent the lawful, but potentially damaging, use of such information and
capabilities, employees could be subject to non-competition commitments, through
the correspondent clauses included in their labor agreements. Such clauses are
subject to some time limits; in Spain, for example, this limit is two years after the
termination of the labor agreement, and the employee should receive a
compensation for such limitation. Because of this obligation to compensate, post-
agreement non-compete clauses should be included only in the labor agreement of
those employees whose knowledge and contacts are relevant, otherwise the
company would paying non-compete compensations to employees whose
incorporation to a competitive company does not cause any damage.

3. Definition of lawful and unlawful acquisition, use and disclosure:

Article 3 of the Directive defines as lawful acquisition of trade secrets when they are
obtained by any of the following means:

a) Independent discovery or creation

b) Observation, study, disassembly or testing of a product or object that has been
made available to the public or that is lawfully in the possession of the acquirer
of the information, who is free from any legally valid duty to limit the acquisition
of the trade secret.

c) Exercise of the right of workers or workers’ representatives to information and
consultation in accordance with Union law and national law and practices (this
right to information does not allow however to the disclosure or commercial
exploitation of such trade secrets).

d) Any other practice which, under the circumstances, is in conformity with honest
commercial practices.

And article 4 defines when the acquisition of a trade secret without the consent of its
holder shall be considered unlawful:

a) Whenever carried out by unauthorized access to, appropriation of, or copying
of any documents, objects, materials, substances or electronic files, lawfully
under the control of the trade secret holder, containing the trade secret or
from which the trade secret can be deducted.

b) Any other conduct which, under the circumstances, is considered contrary to
honest commercial practices.

c¢) Whenever carried out, without the consent of the trade secret holder, by a
person who is found to meet any of the following conditions:

i) Having acquired the trade secret unlawfully
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i) Being in breach of a confidentiality agreement
iii) Being in breach of a contractual or any other duty to limit the use of
the trade secret.

d) Whenever a person, at the time of acquisition, use or disclosure, knew or
ought, under the circumstances, to have known that the trade secret had
been obtained directly or indirectly from another person who was using or
disclosing the trade secret unlawfully.

4. Non-exclusivity:

The Directive mentions that its provisions should not create any exclusive right to
know-how or information protected as trade secrets. Thus, the independent
discovery of the same know-how or information should remain possible. Reverse
engineering of a lawfully acquired product should be considered lawful, except when
otherwise contractually agreed. The freedom to enter into such contractual
arrangements can, however, be limited by the law (regarding this point it will be
necessary to pay attention to how each EU member state adapts its domestic laws).

5. Time limit:

The Directive requests member states to establish a time limit for the start of legal
claims, which should not be longer than 6 years, and to establish, in a clear and
unambiguous manner, from when that period is to begin to run and under what
circumstances that period is to be interrupted or suspended.

6. Protection during legal proceedings:

The Directive notes that many times, the risk of losing the confidentiality of a trade
secret deters its legitimate holder from instituting legal proceedings when there has
been an unlawful disclosure. Therefore, the Directive requests member states to
ensure that the parties, their lawyers, court officials, witnesses, experts and any other
person participating in legal proceedings are not allowed to use or disclose the trade
secrets that have been identified as confidential. These measures shall at least
include the possibility of

a) Restricting access to any document containing trade secrets
b) Restricting access to hearings to a limited number of persons
¢) Making available non-confidential versions of any judicial decisions
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7. Compensations & Sanctions:

The holder of a trade secret should be entitled to compensation of damages
appropriate to the actual prejudice suffered, which could include:

- Lost profits which the injured party has suffered

- Unfair profits made by the infringer

- Moral prejudice caused to the trade secret holder

- Alternatively, the judicial authorities may set the damages as a lump sum on
the basis of elements such as, at minimum, the amount of royalties or fees
which would have been due had the infringer requested authorization to use
the trade secret in question.

Member States may limit the liability for damages of employees towards their
employers for the unlawful acquisition, use or disclosure of a trade secret of the
employer where they act without intent. In the opposite sense, this paragraph implies
that employees could be considered liable for the disclosure (even without intent) of
a trade secret, and therefore, it should be possible to include in their labor
agreements the necessary clauses to remind them the confidentiality obligations they
have towards the company’s secrets, and the penalties or compensations they may
be obliged to pay in case of breach of such obligations, especially in case of breach of
the company’s protocol. Such penalties may be different in case of involuntary
disclosure or voluntary but unlawful use or acquisition.

The competent judicial authorities may impose sanctions on any person who fails or
refuses to comply with any measure adopted pursuant to articles 9 (confidentiality
during legal proceedings), 10 (provisional and precautionary measures) and 12
(injunctions and corrective measures). The sanctions should be effective,
proportionate and dissuasive.

8. Conclusions & practical tips:

The Directive is not directly applicable to companies, but to the EU Member States,
requesting them to approve the necessary measures to provide a safer legal frame for
the protection of trade secrets, within a two years term.

Notwithstanding the above, the principles and definitions of the Directive could be
used from now on by EU companies in order to protect better its know-how,
especially in view of the fact that having taken the due diligence will be a requirement
for obtaining favorable Court judgments.

The due diligence action plan that any company should take could consist in the

following steps:

i) Create a commission or working team, formed by the at least one
representative of the HHRR, the IT and the Legal departments (in-house or

5
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ii)

i)

vi)

vii)

external). Depending on the sector of activity, other departments (i.e. R&D)
should be involved.

Make an inventory of the existing commercial secrets and identify the
departments or teams that are more likely to develop commercial secrets in
the future.

Evaluate the existing protection measures. Specially review the company’s
policies regarding the use of information and communication technologies:
PC’s, laptops, smartphones, pen-drives, e-mail, VPN, data bases, etc.

Evaluate what clauses are included in the labor agreements, and if necessary
re-draft them. The clauses should be as complete as possible for key
employees, but other employees should have easier clauses. Review the
procedures used for dismissals and make sure that dismissed employees have
no remote access to confidential information. Review and if necessary amend
the company’s policy regarding monitoring the employees’ use of the
company’s devices (smart phones, e-mail, etc.)

Review what information is disclosed to other parties: Board Members,
shareholders, purveyors, clients, franchisees or distributors, etc. Draft the
necessary confidentiality clauses, including recommendations to avoid
involuntary or careless disclosure of information.

Create a protocol including the conclusions of the above points. Make sure the
protocol is widely known and applied within the company.

For franchising companies, adapt, and if necessary simplify, the above protocol
and apply to the franchisees. Monitor the implementation of the protocol by
the franchisees.
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