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Afik & Co. commemorates the date of demise of American game designer Ernest Gary Gygax (July 27, 1938 -

March 4, 2008), who, together with Dave Arneson, created the groundbreaking role-playing game "Dungeons &
Dragons" (D&D) in 1974.
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An article on European standardization concerning
cybersecurity regulation and the importance of adhering
to it to prevent personal liability for directors and
corporate officers, even if the company is not European.
The article was written by Adv. Adi Marcus from the Afik
Law Firm and Mr. Gabriel Marcus, a senior cyber
architect, who advises companies in the cyber sector
and collaborates with Afik & Co. to conduct cyber risk

assessments and handle related issues. The article in English
may be found at the link: https://www.afiklaw.com/articles/a460
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Board of Directors' resolutions adopted in the absence of a quorum, which did not receive ex post
facto support from the quorum, are void ab initio. Read more at: htps:/www.afiklaw.com/updates/19875
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The termination of a contract due to the failure of a condition precedent does not extinguish all of
its obligations. Read more at: https://www.afiklaw.com/updates/19878
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An alteration of contract by conduct requires the parties’ full intent to be bound by this change. Rread

more at: https://www.afiklaw.com/updates/19880
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A client's refusal to provide information under the Anti-Money Laundering Law constitutes a basis
for the refusal of banking Services. Read more at: https:/www.afiklaw.com/updates/19882
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Concealing pregnancy during a hearing and revealing it only subsequently negates compensation
for dismissal during pregnancy. Read more at: https:/www.afiklaw.com/updates/19884
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The removal of an arbitrator shall be granted only when bias is proven and not on the basis of
statements taken out of context. Read more at: https:/www.afiklaw.com/updates/19786

27151 071N '"2aNN2 D'WAR 197K W R DPWIAWY TINK YO IMN L[N0 [FT DIV, NIYI 7'9X TIWN 7w WIXPNAN ['TANN KIN '09Wn 7'9X
NISIV¥N IXN NI0NY7 . TawNN 701V DN D'AINNA D'DI NZOYN N7'ApN DX 0D'MYNN 0'70Y-D'05UN O'RYII] 'N'YNN 'WIXPN VTN
DX NIDT? Q190 AT 'Tan "NXIDNN NN'WAY? MIX 191¥/1N'on XKIX" MDY nanpal newsletter@afiklaw.com namo? 7'm nivw? v
nM 2V |'T IY7 NN9Y7 Ynim X 7521 '0swn yiv! 'Tand Nima 'R 1'Y 7D X971 Ninwa 12y 1Ta%a1 0T 797 nfavnt [N

http://www.afiklaw.com :n'mTij7 D'™I019 1axnY? .'nY'7D NV7NN 72NN DIV 20D NINATN NITAVAY

Afik News is the bi-weekly legal and business Israel news bulletin published by Afik & Co. (www.afiklaw.com). Afik News is sent every second
week to an audience of thousands of subscribers worldwide and includes concise professional data on legal and business Israeli related
issues of interest to the business community in areas in which the Afik & Co. firm advises. For removal (or joining) the mailing list please
send an email to newsletter@afiklaw.com with the title “Please remove from mailing list” or “Please add me to the mailing list.” The Afik News
bulletin is copyrighted but may be freely transferred provided it is sent as a whole and without any changes. Nothing contained in the Afik
News may be treated as a legal advice. Please contact an attorney for a specific advice with any legal issue you may have.

For previous Afik News publication see http://www.afiklaw.com
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An article on European standardization concerning cybersecurity regulation and the importance of adhering
to it to prevent personal liability for directors and corporate officers, even if the company is not European.
The article was written by Adv. Adi Marcus from the Afik Law Firm and Mr. Gabriel Marcus. Adi Marcus,
Adv. is an attorney in the office of Afik & Co. (www.afiklaw.com), which is part of BOKS International (boks-
international.com) and who focuses primarily on commercial and corporate law, copyrights, media law and
international transactions. Advocate Marcus holds a major in law, an M.A in communication from Tel Aviv
University and an international MBA from Bar llan University. She completed her internship at the Ministry
of justice under the Deputy Attorney General focusing civil law and copyright law, then worked for about 18
months in the office of Shlomo Cohen in the field of intellectual property, about 11 years in the legal
department of the communications network "Noga Network" (Channel 2 of TV), with her last position before
the company merged with Channel 10, was head of department in the legal department and then, before
joining the firm, as Kneller Artists Representation's internal legal advisor, representing in all matters of legal
advice to artists and cultural figures, both in Israel and internationally. Mr. Gabriel Marcus is a senior cyber
architect who advises companies in the cyber field and works in collaboration with Afik & Co. to perform

cyber risk surveys and address issues related to the subject. The artice in English may be found at the
link:”https://www.afiklaw.com/articles/a460
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Board of Directors' resolutions adopted in the absence of a quorum, which did not
receive ex post facto support from the quorum, are void ab initio

A company filed a lawsuit by virtue of a resolution adopted at a board meeting held in the absence of a legal
quorum, and without obtaining the consent of the absent director to said resolution.

The Court summarily dismissed the claim due to the board resolution's nullity. In contrast to resolutions
adopted at board meetings involving other procedural defects in their convening, which are voidable, in a
case of a lack of quorum and the subsequent failure to obtain the absentees' consent, the resolution is not
merely voidable but void ab initio, as if "no act was done" (Non est factum). Here, the board consisted of
only two members, one of whom was absent and provided no retroactive consent to the resolution. Hence,
the resolution to file the lawsuit was void from the outset; the company was not authorized to initiate the
proceedings, and the claim was dismissed summarily.
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The termination of a contract due to the failure of a condition precedent does not
extinguish all of its obligations

Following entry of a company into insolvency proceedings, a transaction counterparty announced the
termination of the agreement due to the non-fulfillment of a condition precedent and began dealing directly
with a foreign manufacturer despite contract terms stipulating non-compete.

The Court held that the contract expired but the non-compete provision is valid. A condition precedent is an
external event which occurrence is a prerequisite for the contractual obligations to take effect; should it fail
to occur by the stipulated date, the contract is terminated. Primary obligations are intended to realize the
fundamental transaction, whereas secondary obligations regulate the legal relationship in the event that the
transaction’s purpose fails or concludes. While the termination of a contract dissolves primary obligations,
secondary obligations such as non-compete and arbitration clauses survive. In this case, although the
agreement was terminated due to the non-fulfillment of the condition precedent on time, the counterparty
acted to secure franchises while bypassing the first party. The non-compete clause was classified as a
"secondary obligation" that survives the agreement’s termination for a period of five years. Consequently,
an injunction was issued, prohibiting independent contact with the manufacturer.

AT 'N'YY D'TTYN 7Y AXYN NYT NINMA 2ATNN NIANINNA ATIN 'Y

191> N'7'a ,TIN-712 N19T D'UDIYN D ,0"NNTR DNIYIY7 VOYN N N2V |I'7Vn VOWNN N1 ,29.01.2026 ,'179 '1 N1179 57929-12-24 nya
WD RN YRrOw

70N N7'NNY7 0TI .0'9NIYNA DNAIY IXORINT NXN 157002 D913 YIN N9 )'702 QNNWNnY 10700 AT 11
197w XKIX .DN17 0Mawn NITNNY TV '702 279 751 NoNIvn Nndon 2NN 020N 7Y AITh 12 1Innn
.DNNTNN2 ND'AN YA )'70N 72 17nnaY X ¥ NXRTI DNITNNYT AITD 2 27'0 ,0MA1IVN NN

20N |'Tn DINX .aTiNN NX nnwy 'ma ,‘|"7nn ']'7[1)’]3. AT A 7v MmN T I'R D yap US5vUnn N'a
NYT NIN'MAa NSpYn It nianinal T2721 INNM27 NNIKA DRANINN Y T2 2IND DooN 11'Y7 NNWONI
12 NN 2Im XD Jronni o"pn atinn 12'W7 NIYTY NI L,WAIAN X, Lt N"0OY7 NYWNIDNI NN
NYAITN DD0N2A NYNN 7V wIIon |9IX2 NI X7 27w nwa AR LIAIT N2 DR TTIVI ']"7n3. nD'NN YN aAltn |2

JIANINN NXIY ATiNn D |I,UU'7 1N X7 ,2Yni NINBINA Ni'X'aa win'y? Ndwni nndon

An alteration of contract by conduct requires the parties’ full intent to be bound by
this change

A couple decided to undergo an In Vitro Fertilization (IVF) procedure, during which joint embryos were
created and frozen. Prior to commencing the procedure, the couple signed an agreement requiring mutual
consent at every stage of the process up to the transfer of the embryos into the uterus. However, before
the transfer of the embryos, the male partner refused to consent to the embryos transfer, despite having
expressed support for the transfer throughout the entire process.

The Supreme Court held that the male partner's conduct during the procedure was insufficient to alter the
contract. While the law recognizes the possibility of modifying a written agreement through subsequent
conduct, such conduct must reflect a clear and explicit intent to be bound by this deviation. Thatis, it requires
a definitive will, a genuine intention to change the existing contract, and decisiveness. In this case, although
the male partner expressed support for the procedure and encouraged his partner, at no point did he
explicitly waive the contractual provision requiring continuous consent for the use of the fertilized eggs.
Hence, it cannot be argued that the contract was amended by conduct.
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A client's refusal to provide information under the Anti-Money Laundering Law
constitutes a basis for the refusal of banking services

A bank refused to open an account for an heir seeking to transfer to Israel inheritance funds from a
Panamanian company’s account in Singapore. This refusal was issued as no documentation was provided
to verify the source of the funds or the connection between the deceased and the foreign company that
owned the account. Furthermore, the refusal was based on the heir's criminal record, which included
convictions for serious tax offenses.

The Court held that the bank's decision was reasonable and necessary in accordance with the Israeli
Prohibition of Money Laundering Law. Pursuant to legislation, the "Know Your Customer" obligation requires
banks to verify the source of assets and prohibits providing service without completing this process,
especially in cross-border activities defined as high-risk. Refusal to open an account is considered
"reasonable" if the customer fails to provide required details or refrains from cooperating for the purpose of
implementing the banking corporation's risk management policies. In this case, the heir, who has a criminal
record for tax offenses, failed to substantiate the source of funds or the connection of the deceased to the
Panamanian company, a situation that constitutes a "red flag" justifying the refusal. The failure to provide
information regarding the source of the money and the identity of the company's owners, without proof of an
attempt to obtain it, justified the bank's refusal to open an account for the heir and thus the bank's refusal to
open the account was reasonable.
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Concealing pregnancy during a hearing and revealing it only subsequently negates
compensation for dismissal during pregnancy

An employee demanded compensation from the employer who dismissed her while she was pregnant. The
employer dismissed her for professional reasons and economic difficulties during the war period. The
employee revealed to the employer that she is pregnant only a day after the hearing and did not present
proof thereof.

The Labor Court found that the employee was duly dismissed. Generally, the Israeli Employment of Women
Law prohibits the dismissal of a pregnant employee without a permit. However, the law requires conduct in
good faith on the part of the employee. A verbal statement that a woman is pregnant is not sufficient to
establish an automatic obligation on the employer and she must present a medical certificate. An employer
cannot be considered as one who acted contrary to the law if, at the time of making the dismissal decision,
it did not know about the pregnancy at all due to its intentional concealment by the employee. Here, the
employee acted in bad faith. She knew she was pregnant prior to the hearing, but chose to remain silent
during the hearing. Only the next day, upon realizing she was being dismissed, did she inform the employer
of the pregnancy with the aim of thwarting the dismissal, and did not even bother to present a medical
certificate. Therefore, the employee was duly dismissed and is not entitled to compensation.
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The removal of an arbitrator shall be granted only when bias is proven and not on
the basis of statements taken out of context

A party to an arbitration filed a motion to remove the arbitrator (a civil engineer) after four years of
proceedings, alleging bias expressed, inter alia, through disparaging remarks.

The Court rejected the motion and held that no grounds for the arbitrator's removal were found due to lack
of evidence of a real concern of bias. According to the Israeli Arbitration Law, the Court may remove an
arbitrator from office if it is discovered that it is unworthy of the parties' trust, applying an objective test similar
to the disqualification of a judge. Extreme caution must be exercised regarding applications filed with
significant delay, particularly at a stage where hearings have concluded and the arbitration has reached the
summary submission phase. In this case, an attempt was made to rely on statements made by the arbitrator
(such as: "l would have saved this messed up case") in an effort to control a charged atmosphere and loud
discussions between the parties, which were quoted out of their dynamic context. The arbitrator acted to
promote an efficient and continuous process and the claims raised retrospectively were tainted by
substantial delay. Therefore, the motion was rejected.
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2 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across
the Union.

? Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common level of cybersecurity across the Union.

4 Proposal for a Directive of the European Parliament and of the Council amending Directive (EU) 2022/2555 as regards simplification measures and administrative relief for small mid-caps
.(2026 N2 W)
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NIS1 NIS2 — NIS who?/Adi Marcus, Adv., Mr. Gabriel Marcus®

In the business world of 2026, information security is no longer merely a technical issue under the exclusive responsibility
of development and IT personnel. With the entry into force of the latest amendments to the European NIS2 Directive and
the enactment of the Israeli National Cyber Defense Law Memorandum, 2026, the legal responsibility for cyber incidents
has shifted from the server room directly to the boardroom table.

Over the past decade, global cyber regulation has undergone an accelerated maturation process. For Israeli companies
operating in the international arena, understanding the regulatory timeline is no longer a matter of "technical compliance,"
but a prerequisite for business and legal survival. The process began in 2016 with the adoption of the European NIS1
Directive.” This directive focused on "operators of essential services" (national infrastructures) and was largely voluntary
for the broader business sector.

However, a dramatic turning point occurred in 2024 with the entry into force of the NIS2 Directive,’ which expanded the
scope of regulation to 18 different sectors - including manufacturing, food, waste management, and digital services. It
imposed strict reporting obligations and established that company management bears direct responsibility for adopting
adequate protection measures. Despite being a European legislation, its impact on the Israeli economy is critical: any Israeli
company providing services to the EU, operating within its territory, or acting as a link in the supply chain of a European
entity, is obligated to meet these standards.

In January 2026, the European Union introduced significant changes (the "Cyber Package 2026"*) designed to address
geopolitical risks and ransomware attacks. Concurrently, in Israel, the 2026 Cyber Defense Law Memorandum imposes
similar obligations on entities defined as "digital service providers" and "essential infrastructures," seeking to require
companies to conduct Cyber Due Diligence for every supplier in their supply chain. As long as a company operates as a
software or IT provider, it is highly likely that its clients will demand proof of compliance with NIS2 standards as a
precondition for contractual engagement.

The updated regulation also requires reporting any significant cyber incident within 24 hours, including details on
ransomware attacks, leading to extensive exposure of the company's activities during a crisis. Furthermore, responsibility
can no longer be exclusively delegated to the Chief Information Security Officer (CISO); senior executives are now required
to undergo cyber training and explicitly approve organizational defense plans. If a cyber incident occurs and it is found
that the company did not invest the necessary resources, the implications could include personal financial sanctions against
board members and executives, and even suspension from their positions.

The Israeli law memorandum has broadened the scope even further: software development, cloud storage, and IT system
management companies employing over 50 workers or with a turnover exceeding ILS 40 million will be classified as an
"essential organization," subject to direct supervision by the National Cyber Directorate and strict enforcement.

Thus, in the regulatory era of 2026, cybersecurity has ceased to be a purely technological issue and has become a core
element of legal risk management, where expert legal counsel combined with cyber consulting constitutes the organization's
first line of defense’. Beyond the acute need for close legal guidance to build "defensive walls" around the board of directors
and officers to prevent exposure to lawsuits and personal liability, it is crucial to prepare in advance with an organizational
cyber due diligence process. Ultimately, the integration of technological expertise with deep legal understanding is the only
way to provide the organization with a presumption of legal propriety and offer peace of mind to executives facing both the
regulator and the global market. Moreover, a company that fails to do so may find itself unable to conduct business with
European companies.

"Adi Marcus, Adv. is an attorney in the office of Afik & Co. (www.afiklaw.com), which is part of BOKS International (www.boks-international.com) and who focuses
primarily on commercial and corporate law, copyrights, media law and international transactions. Advocate Marcus holds a major in law, an M.A in communication from Tel
Aviv University and an international MBA from Bar Ilan University. She completed her internship at the Ministry of justice under the Deputy Attorney General focusing civil
law and copyright law, then worked for about 18 months in the office of Shlomo Cohen in the field of intellectual property, about 11 years in the legal department of the
communications network "Noga Network" (Channel 2 of TV), with her last position before the company merged with Channel 10, was head of department in the legal
department and then, before joining the firm, as Kneller Artists Representation's internal legal advisor, representing in all matters of legal advice to artists and cultural figures,
both in Israel and internationally. Mr. Gabriel Marcus is a senior cyber architect who advises companies in the cyber field and works in collaboration with Afik & Co. to
perform cyber risk surveys and address issues related to the subject. Nothing herein should be treated as a legal advice and all issues must be reviewed on a case-by-case basis.
For additional details: +972-3-6093609 or at the e-mail: afiklaw@afiklaw.com.

! National Cyber Defense Law Memorandum, 2026, Published in Israel for public comments on January 22, 2026.

2 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a high common level of security of network and information systems across
the Union.

? Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common level of cybersecurity across the Union.

4 Proposal for a Directive of the European Parliament and of the Council amending Directive (EU) 2022/2555 as regards simplification measures and administrative relief for small mid-caps
(Submitted in January 2026).

5 See: When a Director “Enters an Atraf State” (Goes Frenzy) Because of a Data Breach/ Osnat Nitay, Adv., published in Afik News 424, 16.10.2024 - https:/he.afiklaw.com/articles/a424
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NIS1 NIS2 — ;NIS quién?/Adi Marcus, Abogada, sefior Gabriel Marcus’

En el mundo empresarial de 2026, la seguridad de la informacion ya no es meramente un problema técnico bajo la responsabilidad
exclusiva del personal de desarrollo y TI. Con la entrada en vigor de las ltimas enmiendas a la Directiva europea NIS2 y la
promulgacion del Memorando de la Ley Nacional de Defensa Cibernética de Israel de 2026', la responsabilidad legal por los
incidentes cibernéticos se ha trasladado de la sala de servidores directamente a la mesa de la junta directiva.

Durante la ultima década, la regulacion cibernética global ha experimentado un proceso de maduracion acelerado. Para las
empresas israelies que operan en el ambito internacional, comprender la linea de tiempo regulatoria ya no es una cuestion
de "cumplimiento técnico", sino un requisito previo para la supervivencia comercial y legal. El proceso comenz6 en 2016
con la adopcion de la Directiva europea NIS1.” Esta directiva se centrd en los "operadores de servicios esenciales"
(infraestructuras nacionales) y fue en gran medida voluntaria para el sector empresarial en general.

Sin embargo, en 2024 se produjo un punto de inflexion dramético con la entrada en vigor de la Directiva NIS2,* que amplio
el alcance de la regulacion a 18 sectores diferentes, incluidos la manufactura, la alimentacion, la gestion de residuos y los
servicios digitales. Impuso estrictas obligaciones de presentacion de informes y establecid que la direccion de la empresa
tiene la responsabilidad directa de adoptar medidas de proteccion adecuadas. A pesar de ser una legislacion europea, su
impacto en la economia israeli es critico: cualquier empresa israeli que preste servicios a la UE, opere dentro de su territorio
0 actue como un eslabon en la cadena de suministro de una entidad europea, esta obligada a cumplir con estos estandares.

En enero de 2026, la Union Europea introdujo cambios significativos (el "Paquete Cibernético 2026"*) disefiados para abordar
los riesgos geopoliticos y los ataques de ransomware. Paralelamente, en Israel, el Memorando de la Ley de Defensa Cibernética
de 2026 impone obligaciones similares a las entidades definidas como "proveedores de servicios digitales" e "infraestructuras
esenciales", buscando exigir a las empresas que realicen una Debida Diligencia Cibernética (Cyber Due Diligence) para cada
proveedor en su cadena de suministro. Mientras una empresa opere como proveedora de software o T1, es muy probable que sus
clientes exijan pruebas de cumplimiento con los estandares NIS2 como condicion previa para la contratacion comercial.

La regulacion actualizada también requiere informar cualquier incidente cibernético significativo dentro de las 24 horas, incluyendo
detalles sobre ataques de ransomware, lo que lleva a una amplia exposicion de las actividades de la empresa durante una crisis.
Ademas, la responsabilidad ya no puede delegarse exclusivamente en el Director de Seguridad de la Informacion (CISO); ahora se
requiere que los altos ejecutivos reciban capacitacion cibernética y aprueben explicitamente los planes de defensa organizacional. Si
ocurre un incidente cibernético y se determina que la empresa no invirtio los recursos necesarios, las implicaciones podrian incluir
sanciones econdmicas personales contra los miembros de la junta y los ejecutivos, e incluso la suspension de sus cargos.

El memorando de la ley israeli ha ampliado ain mas el alcance: las empresas de desarrollo de software, almacenamiento en
la nube y gestion de sistemas de T que empleen a mas de 50 trabajadores o con una facturacion superior a 40 millones de
ILS seran clasificadas como una "organizacion esencial”, sujeta a la supervision directa de la Direccion Nacional de
Cibernética y a una aplicacion estricta.

Por lo tanto, en la era regulatoria de 2026, la ciberseguridad ha dejado de ser un problema puramente tecnologico y se ha
convertido en un elemento central de la gestion de riesgos legales, donde el asesoramiento legal experto combinado con la
consultoria cibernética constituye la primera linea de defensa de la organizacion®. Mas alla de la necesidad imperiosa de
contar con una estrecha orientacion legal para construir "muros defensivos" alrededor de la junta directiva y los funcionarios
para evitar la exposicion a demandas y responsabilidades personales, es crucial prepararse con anticipacion mediante un
proceso de debida diligencia cibernética organizacional. En ultima instancia, la integracion de la experiencia tecnologica
con una profunda comprension legal es la inica forma de proporcionar a la organizacion una presuncion de correccion legal
y ofrecer tranquilidad a los ejecutivos frente al regulador y al mercado global. Ademas, una empresa que no lo haga puede
verse imposibilitada de hacer negocios con empresas europeas.

"Adi Marcus, abogada es abogado en la oficina de Afik & Co. (www.afiklaw.com), que forma parte de BOKS International (www.boks-international.com) y se centra
principalmente en derecho mercantil y corporativo, derechos de autor, derecho de medios y transacciones internacionales. El abogado Marcus tiene una licenciatura en
Derecho, un master en comunicacion por la Universidad de Tel Aviv y un MBA internacional por la Universidad Bar Ilan. Realizo sus practicas en el Ministerio de Justicia
bajo la supervision del Subfiscal General, centrada en derecho civil y derecho de autor, y luego trabajo unos 18 meses en la oficina de Shlomo Cohen en el ambito de la
propiedad intelectual, unos 11 afios en el departamento legal de la red de comunicaciones "Noga Network" (Canal 2 de la television), ocupando su tltimo puesto antes de que
la empresa se fusionara con Channel 10, fue jefe de departamento en el departamento juridico y luego, antes de incorporarse al despacho, asesor juridico interno de Kneller
Artists Representation, representando en todos los asuntos de asesoramiento legal a artistas y figuras culturales, tanto en Israel como internacionalmente. El Sr. Gabriel
Marcus es arquitecto senior de ciberseguridad que asesora a empresas en el ambito cibernético y colabora con Afik & Co. para realizar encuestas de riesgos cibernéticos y
abordar cuestiones relacionadas con el tema. Nada de lo aqui contenido debe considerarse asesoramiento legal y todos los asuntos deben revisarse caso por caso. Para mas
detalles: +972-3-6093609 o en el correo electronico: afiklaw@afiklaw.com.

! Memorando de la Ley Nacional de Defensa Cibernética, 2026, publicado en Israel para comentarios del ptblico el 22 de enero de 2026.

2 Directiva (UE) 2016/1148 del Parlamento Europeo y del Consejo, de 6 de julio de 2016, relativa a las medidas para garantizar un elevado nivel comtn de seguridad de las redes y sistemas de informacién en la Unién.
3 Directiva (UE) 2022/2555 del Parlamento Europeo y del Consejo, de 14 de diciembre de 2022, relativa a las medidas para garantizar un elevado nivel comtin de ciberseguridad en toda la Union
4 Propuesta de Directiva del Parlamento Europeo y del Consejo por la que se modifica la Directiva (UE) 2022/2555 en lo que respecta a las medidas de simplificacion y el alivio administrativo
para las pequefias empresas de mediana capitalizacion (Presentada en enero de 2026)

* Ver: Cuando un director “entra en estado de Atraf” (se vuelve frenético) debido a una filtracion de datos/ Osnat Nitay, Adv., publicado en Afik News 424, 16.10.2024 - https://es.afiklaw.com/articles/a424
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NIS1 NIS2 — NIS qui ?/Adi Marcus, avocat, M. Gabriel Marcus®

Dans le monde des affaires de 2026, la sécurité de l'information n'est plus seulement un probléme technique relevant de la responsabilité
exclusive du personnel de développement et de l'informatique. Avec I'entrée en vigueur des derniers amendements a la directive européenne
NIS2 et la promulgation du mémorandum de la loi nationale israélienne sur la cyberdéfense de 2026, la responsabilité juridique des
cyberincidents est passée de la salle des serveurs directement a la table du conseil d'administration.

Au cours de la derniére décennie, la réglementation mondiale en matiére de cybersécurité a connu un processus de maturation accéléré.
Pour les entreprises israéliennes opérant sur la scéne internationale, comprendre le calendrier réglementaire n'est plus une question de
« conformité technique », mais une condition préalable a la survie commerciale et juridique. Le processus a commencé en 2016 avec
l'adoption de la directive européenne NIS1.> Cette directive se concentrait sur les « opérateurs de services essentiels » (infrastructures
nationales) et était largement volontaire pour le secteur des entreprises au sens large.

Cependant, un tournant dramatique s'est produit en 2024 avec l'entrée en vigueur de la directive NIS2,® qui a élargi le champ
d'application de la réglementation a 18 secteurs différents - y compris la fabrication, I'alimentation, la gestion des déchets et les services
numériques. Elle a imposé des obligations de déclaration strictes et établi que la direction de l'entreprise porte la responsabilité directe
de l'adoption de mesures de protection adéquates. Bien qu'il s'agisse d'une législation européenne, son impact sur I'économie israélienne
est critique : toute entreprise isra¢lienne fournissant des services a I'UE, opérant sur son territoire ou agissant comme un maillon de la
chaine d'approvisionnement d'une entité européenne, est tenue de respecter ces normes.

En janvier 2026, 'Union européenne a introduit des changements significatifs (le « Paquet Cyber 2026 »*) congus pour faire face aux risques
géopolitiques et aux attaques par ransomware. Parallelement, en Israél, le mémorandum de la loi sur la cyberdéfense de 2026 impose des
obligations similaires aux entités définies comme « fournisseurs de services numériques » et « infrastructures essentielles », cherchant a exiger
des entreprises qu'elles fassent preuve de diligence raisonnable en matiere de cybersécurité (Cyber Due Diligence) pour chaque fournisseur de
leur chaine d'approvisionnement. Tant qu'une entreprise opére en tant que fournisseur de logiciels ou d'informatique, il est fort probable que
ses clients exigent une preuve de conformité aux normes NIS2 comme condition préalable a un engagement contractuel. congus pour faire
face aux risques géopolitiques et aux attaques par ransomware. Parallélement, en Israél, le mémorandum de la loi sur la cyberdéfense de 2026
impose des obligations similaires aux entités définies comme « fournisseurs de services numériques » et « infrastructures essentielles »,
cherchant a exiger des entreprises qu'elles fassent preuve de diligence raisonnable en matiére de cybersécurité (Cyber Due Diligence) pour
chaque fournisseur de leur chaine d'approvisionnement. Tant qu'une entreprise opere en tant que fournisseur de logiciels ou d'informatique, il
est fort probable que ses clients exigent une preuve de conformité aux normes NIS2 comme condition préalable a un engagement contractuel.

La réglementation mise a jour exige également de signaler tout cyberincident significatif dans les 24 heures, y compris des détails sur les attaques
par ransomware, ce qui conduit a une exposition importante des activités de I'entreprise en temps de crise. De plus, la responsabilité ne peut plus
étre exclusivement déléguée au responsable de la sécurité des systémes d'information (RSSI/CISO) ; les cadres dirigeants sont désormais tenus de
suivre une formation en cybersécurité et d'approuver explicitement les plans de défense organisationnels. Si un cyberincident se produit et qu'il est
avére que l'entreprise n'a pas investi les ressources nécessaires, les implications pourraient inclure des sanctions financieres personnelles a I'encontre
des membres du conseil d'administration et des dirigeants, voire une suspension de leurs fonctions.

Le mémorandum de la loi israélienne a encore élargi la portée : les entreprises de développement de logiciels, de stockage cloud et de gestion de
systémes informatiques employant plus de 50 travailleurs ou ayant un chiffre d'affaires dépassant les 40 millions d'ILS seront classées comme «
organisation essentielle », soumises a la supervision directe de la Direction nationale de la cybersécurité et a une application stricte de la loi.
Ainsi, dans I'ére réglementaire de 2026, la cybersécurité a cessé d'étre un probléme purement technologique et est devenue un élément
central de la gestion des risques juridiques, ou le conseil juridique expert combiné au conseil en cybersécurité constitue la premicre ligne
de défense de l'organisation®. Au-dela du besoin urgent d'un accompagnement juridique étroit pour construire des « murs défensifs » autour
du conseil d'administration et des dirigeants afin d'éviter l'exposition aux poursuites et a la responsabilité personnelle, il est crucial de se
préparer a l'avance avec un processus de diligence raisonnable en matiére de cybersécurité organisationnelle. En fin de compte, l'intégration
de l'expertise technologique a une compréhension juridique approfondie est le seul moyen de fournir a 1'organisation une présomption de
régularité juridique et d'offrir une tranquillité d'esprit aux dirigeants face au régulateur et au marché mondial. De plus, une entreprise qui
ne le fait pas pourrait se retrouver dans l'incapacité de faire des affaires avec des entreprises européennes.

‘Adi Marcus, avocate, est avocate au sein du cabinet Afik & Co. (www.afiklaw.com), qui fait partie de BOKS International (www.boks-international.com) et se concentre
principalement sur le droit commercial et des sociétés, le droit d'auteur, le droit des médias et les transactions internationales. L'avocat Marcus est titulaire d'un diplome de
droit, d'un master en communication de 'Université de Tel Aviv, et d'un MBA international de I'Université Bar Ilan. Elle a effectué un stage au ministere de la Justice sous la
supervision du procureur général adjoint, se concentrant sur le droit civil et le droit d'auteur, puis a travaillé pendant environ 18 mois au bureau de Shlomo Cohen dans le
domaine de la propriété intellectuelle, environ 11 ans au département juridique du réseau de communication « Noga Network » (chaine 2 télévision). dans son dernier poste
avant la fusion de la société avec Channel 10, il était chef de département juridique puis, avant de rejoindre le cabinet, conseiller juridique interne pour Kneller Artists
Representation, représentant artistes et figures culturelles dans tous les domaines de conseil juridique, tant en Israél qu'a l'international. M. Gabriel Marcus est architecte
principal en cybersécurité, conseille des entreprises dans le domaine du cyber et collabore avec Afik & Co. pour mener des enquétes sur les risques cybernétiques et traiter les
questions liées aux risques cybernétiques. Rien de ce contenu ne doit étre considéré comme un conseil juridique et toutes les questions doivent étre examinées au cas par cas.
Pour plus de détails : +972-3-6093609 ou par email : afiklaw@afiklaw.com.

'Mémorandum de la loi nationale sur la cyberdéfense, 2026, publi¢ en Israél pour commentaires publics le 22 janvier 2026.

“Directive (UE) 2016/1148 du Parlement européen et du Conseil du 6 juillet 2016 concernant des mesures destinées & assurer un niveau élevé commun de sécurité des réseaux et des systémes d'information dans
1'Union.

? Directive (UE) 2022/2555 du Parlement européen et du Conseil du 14 décembre 2022 concernant des mesures destinées a assurer un niveau élevé commun de cybersécurité dans I'ensemble de
1'Union.

4 Proposition de directive du Parlement européen et du Conseil modifiant la directive (UE) 2022/2555 en ce qui concerne les mesures de simplification et I'allégement administratif pour les
petites entreprises de taille intermédiaire (Soumise en janvier 2026).

* Voir : Quand un directeur « entre en état d’Atraf» (devient frénétique) & cause d’une fuite de données / Osnat Nitay, Avocate, publié dans Afik News 424, 16.10.2024 - https://fr.afiklaw.com/articles/a424
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NIS1 NIS2 — NIS quem?/Adi Marcus, Advogada, Sr. Gabriel Marcus®

No mundo dos negocios de 2026, a seguranca da informagdo nao € mais meramente uma questdo técnica sob responsabilidade
exclusiva da equipe de desenvolvimento e TI. Com a entrada em vigor das ultimas emendas a Diretiva Europeia NIS2 ¢ a
promulgacdo do Memorando da Lei Nacional de Defesa Cibernética de Israel de 2026', a responsabilidade legal por incidentes
cibernéticos mudou da sala de servidores diretamente para a mesa da diretoria.

Na ultima década, a regulamentacdo cibernética global passou por um processo de amadurecimento acelerado. Para as
empresas israelenses que operam na arena internacional, entender a linha do tempo regulatéria ndo ¢ mais uma questao de
"conformidade técnica", mas um pré-requisito para a sobrevivéncia comercial e juridica. O processo comegou em 2016 com
a adog¢do da Diretiva Europeia NIS1.> Esta diretiva focava nos "operadores de servigos essenciais" (infraestruturas
nacionais) e era amplamente voluntaria para o setor empresarial em geral.

No entanto, um ponto de virada dramatico ocorreu em 2024 com a entrada em vigor da Diretiva NIS2,® que expandiu o
escopo da regulamentacdo para 18 setores diferentes - incluindo manufatura, alimentos, gestdo de residuos e servicos
digitais. Ela imp0s obrigacdes rigorosas de relatorios e estabeleceu que a administragdo da empresa tem responsabilidade
direta pela adogao de medidas de protegdo adequadas. Apesar de ser uma legislacdo europeia, seu impacto na economia
israelense ¢ critico: qualquer empresa israclense que preste servicos a UE, opere em seu territorio ou atue como um elo na
cadeia de suprimentos de uma entidade europeia é obrigada a atender a esses padroes.

Em janeiro de 2026, a Unido Europeia introduziu mudangas significativas (o "Pacote Cibernético 2026"") projetadas para lidar
com riscos geopoliticos e ataques de ransomware. Paralelamente, em Israel, o Memorando da Lei de Defesa Cibernética de 2026
impde obrigacdes semelhantes a entidades definidas como "provedores de servicos digitais" e "infraestruturas essenciais",
buscando exigir que as empresas conduzam uma Due Diligence Cibernética para cada fornecedor em sua cadeia de suprimentos.
Contanto que uma empresa opere como fornecedora de software ou TI, ¢ altamente provavel que seus clientes exijam provas de
conformidade com os padrdes NIS2 como pré-condigdo para o engajamento contratual.

A regulamentacao atualizada também exige relatar qualquer incidente cibernético significativo dentro de 24 horas, incluindo detalhes
sobre ataques de ransomware, levando a uma ampla exposigdo das atividades da empresa durante uma crise. Além disso, a
responsabilidade nao pode mais ser delegada exclusivamente ao Diretor de Seguranga da Informagao (CISO); altos executivos agora
sdo obrigados a passar por treinamento cibernético e aprovar explicitamente planos de defesa organizacional. Se ocorrer um incidente
cibernético e for constatado que a empresa nao investiu 0s recursos necessarios, as implicagdes podem incluir sangdes financeiras
pessoais contra membros do conselho e executivos, € até mesmo a suspensao de seus cargos.

O memorando da lei israelense ampliou o escopo ainda mais: empresas de desenvolvimento de software, armazenamento
em nuvem e gestdo de sistemas de TI que empregam mais de 50 funcionarios ou com faturamento superior a 40 milhoes de
ILS serdo classificadas como uma "organizacao essencial", sujeitas a supervisao direta da Diretoria Nacional de Cibernética
e a uma fiscalizacdo rigorosa.

Assim, na era regulatoria de 2026, a seguranca cibernética deixou de ser uma questao puramente tecnologica e se tornou
um elemento central da gestdo de riscos juridicos, onde o aconselhamento juridico especializado combinado com a
consultoria cibernética constitui a primeira linha de defesa da organizagdo.” Além da necessidade aguda de orientagdo
juridica proxima para construir "muros defensivos" em torno do conselho de administragdo e dos diretores para evitar a
exposicao a processos judiciais e responsabilidade pessoal, ¢ crucial preparar-se antecipadamente com um processo de due
diligence cibernética organizacional. Em ultima andlise, a integracdo da expertise tecnoldogica com uma profunda
compreensdo juridica é a unica maneira de fornecer a organiza¢do uma presungdo de propriedade legal e oferecer
tranquilidade aos executivos que enfrentam tanto o regulador quanto o mercado global. Além disso, uma empresa que nio
o fizer pode se ver impossibilitada de realizar negdcios com empresas europeias.

‘Adi Marcus, advogada, ¢ advogada no escritério da Afik & Co. (www.afiklaw.com), que faz parte da BOKS International (www.boks-international.com) e foca
principalmente em direito comercial e corporativo, direitos autorais, direito de midia e transagdes internacionais. O advogado Marcus possui diploma em direito, mestrado em
comunicagdo pela Universidade de Tel Aviv e MBA internacional pela Universidade Bar Ilan. Ela estagiou no Ministério da Justica sob supervisdo do Vice-Procurador-Geral,
com foco em direito civil e direitos autorais, e depois trabalhou por cerca de 18 meses no escritorio de Shlomo Cohen na 4rea de propriedade intelectual, cerca de 11 anos no
departamento juridico da rede de comunicagdes "Noga Network" (televisao Canal 2). em sua ultima posi¢do antes da fusdo da empresa com o Channel 10, foi chefe do
departamento juridico e, antes de ingressar no escritorio, assessor juridico interno da Kneller Artists Representation, representando artistas e figuras culturais em todos os
assuntos de consultoria juridica, tanto em Israel quanto internacionalmente. O Sr. Gabriel Marcus ¢ arquiteto sénior de ciberseguranga que assessora empresas na area
cibernética e colabora com a Afik & Co. para conduzir pesquisas de risco cibernético e abordar questdes relacionadas ao risco. Nada aqui contido deve ser considerado
aconselhamento juridico e todos os assuntos devem ser revisados caso a caso. Para mais detalhes: +972-3-6093609 ou e-mail: afiklaw(@afiklaw.com.

'Memorando da Lei Nacional de Defesa Cibernética, 2026, publicado em Israel para comentarios ptiblicos em 22 de janeiro de 2026.

“Diretiva (UE) 2016/1148 do Parlamento Europeu e do Conselho, de 6 de julho de 2016, relativa a medidas destinadas a garantir um elevado nivel comum de seguranga das redes e da informagao em toda a Unido.

3 Diretiva (UE) 2022/2555 do Parlamento Europeu e do Conselho, de 14 de dezembro de 2022, sobre medidas para um elevado nivel comum de ciberseguranga em toda a Unido

4 Proposta de Diretiva do Parlamento Europeu e do Conselho que altera a Diretiva (UE) 2022/2555 no que diz respeito a medidas de simplificagdo e alivio administrativo para pequenas empresas
de média capitalizagdo (Apresentada em janeiro de 2026).

5 Ver: Quando um diretor “entra em estado de Atraf” (fica frenético) devido a um vazamento de dados / Osnat Nitay, Advogada, publicado na Afik News 424, 16.10.2024 - hitps://pt.afiklaw.com/articles/a424
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