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When a Director “Enters an Atraf State” (Goes Frenzy) Because of a Data Breach/ Osnat Nitay, Adv.
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An article on the personal liability of officers and
directors in case of data breach. The article was
4 written by attorney Osnat Nitay of Afik & Co. The

article in English may be found at the link: https://www.afiklaw.com/articles/a424
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When a middleman does not act transparently the other party to the agreement may promote a
transaction through another. Read more at: http://www.afiklaw.com/updates/16858
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Publishing instructional videos for hacking a blocked website shall constitute a copyright breach.
Read more at: http://www.afiklaw.com/updates/16860
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A party conducting negotiations in bad faith may bear the negotiations costs and the lost of
proﬁts. Read more at: http://www.afiklaw.com/updates/16862
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A notarial will requires a non-Hebrew speaking testator to receive a translation to a language he
understands. Read more at: http://www.afiklaw.com/updates/16864
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An occupation restriction clause shall be valid only if it is justified. Read more at
http://www.afiklaw.com/updates/16866
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An entrepreneur may be entitled to tax relief if he builds an area intended for renting residential
apartments. Read more at: http://www.afiklaw.com/updates/16868

D710 2NN D'WIN 'OYN W TR 07 NNR YOIN L|IM0NR1 T DY L NIYIE 2'OR TN 79 WIXZAN ['Tann XN '09uUn 7'ox
IX NNONY7 . Twnn 701V DN D'AINNA D' N'POYN N7'NZn NN D'YNN D'70Y-D"'0SWN D'RYI M'¥AN 'Wixpn yTn 7701
QI9d N7 'TAn ."NXI9NN NN'WAT7 MIX 191¥/N'on Xak" 2Imd7 nanpal newsletter@afiklaw.com nam>? 7' ni7w'? wr ni9noxn
N9 YN XWi 7211 '09wn YIy" ['TAaNd MK 'R 7D K771 Nim7wa vy 1Tahal oTR 727 nfayn? [na R onxe nrnty

http://www.afiklaw.com :nmTi DmI01D NarnY? .'nW'7 NU7NN 727NN DIV 20D NN NITAUYAY NI 2V T Y

Afik News is the bi-weekly legal and business Israel news bulletin published by Afik & Co. (www.afiklaw.com). Afik News is sent every
second week to an audience of thousands of subscribers worldwide and includes concise professional data on legal and business Israeli
related issues of interest to the business community in areas in which the Afik & Co. firm advises. For removal (or joining) the mailing list
please send an email to newsletter@afiklaw.com with the title “Please remove from mailing list” or “Please add me to the mailing list.” The
Afik News bulletin is copyrighted but may be freely transferred provided it is sent as a whole and without any changes. Nothing contained
in the Afik News may be treated as a legal advice. Please contact an attorney for a specific advice with any legal issue you may have.
For previous Afik News publication see http://www.afiklaw.com
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When a Director “Enters an Atraf State” (Goes Frenzy) Because of a Data Breach/
Osnat Nitay, Adv.
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An article on the personal liability of officers and directors in case of data breach. The article was written by
attorney Osnat Nitay of Afik & Co. Osnat Nitay, Adv. is part of the legal team of Afik & Co.
(www.afiklaw.com). Mrs. Nitay is a graduate of the Faculty of Social Sciences at the Hebrew University of

Jerusalem and has a degree in law. She holds a family mediation certificate from the Gevim Center. The
article in English may be found at the link: https://www.afiklaw.com/articles/a424
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When a middleman does not act transparently the other party to the agreement may
promote a transaction through another

Two parties entered into an agreement for cooperation for the purpose of supplying medical equipment to
the Hungarian government. However, after a preliminary conversation, the middleman made it clear to the
party that “Hungary became obsolete”. The equipment supplier turned to another middleman and
communicated through it with the Hungarian government despite a non-circumvention clause in the
agreement with the first middleman which also stated that the middleman should be transparent regarding
the factor it wishes to contact.

The Court held that the equipment supplier acted lawfully. When a contract is one concluded between
business parties, the language of the contract takes precedence. Here, the two parties are commercial
ones, where the non-circumvention clause stated that the middleman must behave transparently with the
supplier and must confirm the content of the request and the identity of the party with the supplier or create
a relationship between the supplier and that party in order not to overlimit the supplier. Therefore, after the
middleman himself informed the supplier that activity in Hungary was not relevant and that the contact with
it was not perfected, the supplier was entitled to try and promote the relationship with the Hungarian
government through another middleman. Therefore, the supplier did not breach the contract with the
middleman.
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Publishing instructional videos for hacking a blocked website shall constitute a
copyright breach

A website operator on the YouTube channel uploaded videos explaining how to access to “Sdarot” website,
where links are uploaded for illegal direct viewing of the works, in which he instructed the public on how to
circumvent the instructions of the blocking orders issued by the courts in Israel and the USA regarding the
copyright infringing website.

The Court accepted the claim for indirect copyright infringement. Israeli law stipulates that copyright breach
is, inter alia, turning a work available to the public without permission from the rights holder while taking an
action that will make it easier for the public to access the infringing work with the intention of making a profit.
Here, publishing the explanation videos actively helped the site owners to continue to circumvent the cease
and desist orders, causing the breach of copyrights and resulted in the intensification of the damage caused
to the rights holders with the intention of profit in the future.
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When a middleman does not act transparently the other party to the agreement may
promote a transaction through another

Two parties entered into an agreement for cooperation for the purpose of supplying medical equipment to
the Hungarian government. However, after a preliminary conversation, the middleman made it clear to the
party that “Hungary became obsolete”. The equipment supplier turned to another middleman and
communicated through it with the Hungarian government despite a non-circumvention clause in the
agreement with the first middleman which also stated that the middleman should be transparent regarding
the factor it wishes to contact.

The Court held that the equipment supplier acted lawfully. When a contract is one concluded between
business parties, the language of the contract takes precedence. Here, the two parties are commercial
ones, where the non-circumvention clause stated that the middleman must behave transparently with the
supplier and must confirm the content of the request and the identity of the party with the supplier or create
a relationship between the supplier and that party in order not to overlimit the supplier. Therefore, after the
middleman himself informed the supplier that activity in Hungary was not relevant and that the contact with
it was not perfected, the supplier was entitled to try and promote the relationship with the Hungarian
government through another middleman. Therefore, the supplier did not breach the contract with the
middleman.
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A notarial will requires a non-Hebrew speaking testator to receive a translation to a
language he understands

A deaf-mute person who does not speak official sign language signed a will without having it properly
translated by a sign language interpreter in a manner consistent with his understanding.

The Court canceled the will due to defects in its drafting. Israeli law requires a notary who prepares a
document for the signature of a person who is mute, deaf or blind to indicate the person's disability in the




document, to arrange for the document to be translated into the language of the person ordering it, and to
confirm that that person did understand the meaning of the action. Here, the deceased mastered a sign
language which was understandable only to his close relatives, the will was prepared by a notary who
summoned a sign language interpreter at the time of signing the will, but the interpreter could not to
understand the testator nor read and translate the will for him as required by law. Thus, regardless of the
notary’s presence, the will was canceled.

NNIX D" TYNY D'XIN YTYNA N9N NI'XR TalY v 1710'y n22a0 NN

(D'T2w) N2y 0¥ ,'7RYIT-[IWNA NDIN NUSIVA 1D 21K 7N NTIAW'? TN [T 12 ,20.09.2024 oo 1'T 1 n"va 0m'o0T1'n 40669-01-20 w'vo
T79'n DI7W N (D'P'OYN) 1Y A'X]1 701 NP AR N

.0'"INON NITIO Y 7011 NINNN 7¥X TIAW? 72NN P T2V 210'V 17220 NN 19N 1QYY7 TAY YO 'oyn

N9PN N'NN IO N72aN NN .NNNN 'KY7 NOPN NTIN NIA'NANN 1TVN 7W2 ny'ann X ANT U9wnin N
TaV7? "IN ,NTNIM NIWIN N2V TAN L,"Non TIo" 0 TAN X'7'n INIK T'RONA NIZNOI,0MPNn NnYaINa
WX T2V N2 L XD L [INKRNEAT7N DIN NAIN DX 190 TAN1L 10 N72a07 INIYNNN Ty DTN ANinn
NOIPN 7221 NTNI'M NIWION 72 K7 ,POVIN 1A T'PON D*II'W71 TVING N9PN X7 Dd0N2 N72ann N\nn
X7¢ NA'NNN QY DTN NIMN AN 770 X710 0T PIYl AN N 0N X7 7Y DN InTay

.["2UN NIQ'012 NOPN K7 710'VN N'72a0 NN D97 .ATIAVA N9IPN OIN INKY 7'0yna NiNNNNY

An occupation restriction clause shall be valid only if it is justified

An employer contended that a former employee breached an employment restriction clause by moving to a
competitor and taking with him commercial secrets.

The Court dismissed the claim due to the lack of a valid non-compete contractual obligation. An employment
restriction clause will be valid in four cases and depending the employee’s position: There is a "commercial
secret”, the employee has undergone special training, the employee was given a special consideration for
his commitment to limit occupation, and the employee breached the duty of good faith and trust. Here, the
employee’s occupation restriction clause is not valid under the period of time and changes in the position in
which he was employed. Further, he did not receive special training, during his entire period of work the
salary he received was not high compared to this market and did not include a special consideration for a
commitment not to compete with the employer after the end of the work period. Therefore, the occupation
restriction clause is not valid under the circumstances.
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An entrepreneur may be entitled to tax relief if he builds an area intended for renting
residential apartments

A construction entrepreneur contended that it is entitled to a tax benefit in relation to the entire area of the
building that has been approved as a new building for residential rent, and not only in relation to the part of
the building intended for rent.

The Supreme Court held that the entrepreneur is entitled to an exemption only due to the part of the building
intended for residential rent. The Israeli Investment Encouragement Law is designed to encourage
entrepreneurs to build apartments for investment in order to increase the supply of residential apartments.
For that purpose, an entrepreneur may submit a plan for approval, and as long as it shows that the building
is intended for residential rent, it may be entitled to a tax relief. However, the relief shall only be given in
relation to the part of the building intended for residential rent, and not the entire area. Here, only part of
the building constructed by the entrepreneur is intended for residential use, therefore it is determined that
the benefit will be given only in relation to this part of the building, and not for the entire built area.
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When a Director “Enters an Atraf State” (Goes Frenzy) Because of a Data Breach/ Osnat Nitay, Adv.'

In October 2021, a number of Israeli databases were hacked, the best known of which was the
database of the gay dating app, Atraf (the Israeli equivalent of Grindr, which took its place when it
collapsed). In one moment, highly sensitive personal information was revealed (including highly
confidential details, nude photos, and more), and many users (including those who have not yet come
out of the closet) went into a literal state of “Atraf” (the Israeli slang word for “frenzy”), for fear that
their identity or details would be revealed. The affair finally ended in an investigation by the Israeli
Privacy Authority for suspicion of negligence, the result of which is unknown.

Two and a half years later, at the beginning of 2024, the Atraf application came back to life, and
almost at the same time, Amendment 13 to the Israeli Privacy Protection Law was passed, which
provisions enter into force in August, 2025, and it updates and clarifies the legislation in the field.
The amendment establishes new and advanced arrangements and provides effective enforcement
tools in line with the challenges of the digital age, with the intention of increasing the protection of
the fundamental right to privacy and strengthening the fight against cyber threats. It imposes liability
on corporations in the field of privacy protection and increases supervision on possession and trade
in databases while imposing high financial sanctions in the event of a violations. It also creates
personal liability for directors and officers. This means that if a corporation does not take care to
protect the privacy of its customers, its directors and officers may be personally liable both on the
civil and criminal levels.

The amendment also corrects a historical distortion in the law, which in practice required almost any
small business to hold a database license (a requirement that in practice could not be enforced at all).
After the amendment, it is no longer necessary to register small databases, with the exception of
databases intended for trading information. It also updates and clarifies the question of what is
considered "sensitive data", for which there is a reporting obligation for any size of database, all while
conforming to international standards, including the EU Data Protection Regulation (GDPR).

Although the law currently does not explicitly determine the identity of the corporate body to
supervise the implementation of the requirements, a position paper of the Israeli Privacy Authority
dated January, 2024, establishes detailed obligations that are the responsibility of the board of
directors and requires the members of the board of directors not only to be involved in supervision
and control but also to pass the information security procedures, perform risk surveys and ensure that
data is protected. This creates a standard of care and exposes directors to personal liability in a
manner similar to what was decided, for example, already in 1996 in the Court of Delaware, USA™,
where shareholders of the Caremark company filed a derivative suit against directors on the grounds
that they did put in place adequate internal controls. In that case, the American Court held that the
company's board of directors breached the duty to implement control systems and to monitor it.

In light of the above, it is extremely important for any company that maintains a database to create
proper procedures and an internal enforcement plan which will not only ensure the protection of data
but also protect directors and officers in the event of a risk to the information. It is very important
that such a procedure and the internal enforcement plan be built in collaboration with legal advisors
with deep knowledge of the field, who will also be involved in the procedures for implementing the
plan and enforcing it.

‘Osnat Nitay, Adv. is part of the legal team of Afik & Co. (www.afiklaw.com). Mrs. Nitay is a graduate of the Faculty
of Social Sciences at the Hebrew University of Jerusalem and has a degree in law. She holds a family mediation certificate
from the Gevim Center. This overview does not constitute any legal advice and it is recommended to consult a lawyer
who specializes in this field before making any decision on the issues described in this overview. For more details: 03-
6093609, or by e-mail: afiklaw@afiklaw.com

“"Caremark International Inc. Derivative Litigation, 698 A .2d 959 (Del Ch. 1996)
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Cuando un director “entra en estado de Atraf” (se vuelve frenético) debido a una filtracion de datos /
Osnat Nitay, Abogada.’

En octubre de 2021, varias bases de datos israclies fueron hackeadas, la mas conocida de las cuales fue la
base de datos de la aplicacion de citas gay, Atraf (el equivalente israeli de Grindr, que ocupd su lugar
cuando colaps6). En un momento, se reveld informacion personal altamente sensible (incluidos detalles
altamente confidenciales, fotos de desnudos y mas), y muchos usuarios (incluidos los que atin no han
salido del armario) entraron en un estado literal de “Atraf” (la palabra del argot israeli para “frenesi”), por
miedo a que se revelara su identidad o sus datos. El asunto finalmente terminé en una investigacion de la
Autoridad de Privacidad israeli por sospecha de negligencia, cuyo resultado se desconoce.

Dos afios y medio después, a principios de 2024, la aplicacion Atraf volvié a cobrar vida y, casi al
mismo tiempo, se aprobo la Enmienda 13 a la Ley de Proteccion de la Privacidad de Israel, cuyas
disposiciones entraran en vigor en agosto de 2025 y actualizan y aclaran la legislacion en la materia.
La enmienda establece disposiciones nuevas y avanzadas y proporciona herramientas de aplicacion
eficaces en linea con los desafios de la era digital, con la intencion de aumentar la proteccion del
derecho fundamental a la privacidad y fortalecer la lucha contra las amenazas cibernéticas. Impone
responsabilidad a las empresas en el ambito de la proteccion de la privacidad y aumenta la supervision
de la posesion y el comercio de bases de datos, al tiempo que impone elevadas sanciones financieras
en caso de infraccion. También crea responsabilidad personal para directores y ejecutivos. Esto
significa que si una empresa no se preocupa por proteger la privacidad de sus clientes, sus directores
y ejecutivos pueden ser personalmente responsables tanto a nivel civil como penal. La enmienda
también corrige una distorsion histérica de la ley, que en la practica requeria que casi cualquier
pequefia empresa tuviera una licencia de base de datos (un requisito que en la practica no se podia
hacer cumplir en absoluto). Después de la enmienda, ya no es necesario registrar bases de datos
pequeiias, con la excepcion de las bases de datos destinadas a intercambiar informacion. También
actualiza y aclara la cuestion de lo que se considera "datos sensibles", para los cuales existe una
obligacion de informar para cualquier tamao de base de datos, todo ello cumpliendo con las normas
internacionales, incluido el Reglamento de Proteccion de Datos de la UE (GDPR).

Aunque la ley actualmente no determina explicitamente la identidad de la entidad corporativa que
supervisa la implementacion de los requisitos, un documento de posicion de la Autoridad de Privacidad
de Israel con fecha de enero de 2024 establece obligaciones detalladas que son responsabilidad del
consejo de administracion y requiere que los miembros del consejo de administracion no solo participen
en la supervision y el control, sino que también aprueben los procedimientos de seguridad de la
informacion, realicen estudios de riesgos y garanticen la proteccion de los datos. Esto crea un estandar
de cuidado y expone a los directores a una responsabilidad personal de una manera similar a lo que se
decidio, por ejemplo, ya en 1996 en la Corte de Delaware, EE. UU.**, donde los accionistas de la
empresa Caremark presentaron una demanda derivada contra los directores con el argumento de que no
habian establecido controles internos adecuados. En ese caso, la Corte Americana sostuvo que el
directorio de la empresa incumpli6 el deber de implementar sistemas de control y monitorearlo.

A la luz de lo anterior, es extremadamente importante que cualquier empresa que mantenga una base
de datos cree procedimientos adecuados y un plan de cumplimiento interno que no solo garantice la
proteccion de los datos, sino que también proteja a los directores y ejecutivos en caso de un riesgo
para la informacion. Es muy importante que dicho procedimiento y el plan de cumplimiento interno
se elaboren en colaboracidn con asesores legales con un profundo conocimiento de la materia, quienes
también estaran involucrados en los procedimientos para implementar el plan y hacerlo cumplir.

‘La abogada Osnat Nitay forma parte del equipo juridico de Afik & Co. (www.afiklaw.com). La Sra. Nitay es licenciada
en Derecho por la Facultad de Ciencias Sociales de la Universidad Hebrea de Jerusalén y posee un certificado de
mediacion familiar del Centro Gevim. Esta descripcion general no constituye asesoramiento legal y se recomienda
consultar a un abogado especializado en este campo antes de tomar cualquier decision sobre los temas descritos en esta
descripcion general. Para mas detalles: 03-6093609, o por correo electronico: afiklaw@afiklaw.com
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